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Octavian Oancea | Territory Manager Romania, Bulgaria & Moldova 

Leading The World Into 
Connected Security 
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​What comes to mind when you think 
about McAfee? 
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McAfee Facts 

125 million   McAfee users 

180+ million  Mobile devices shipped with McAfee 

5 million   Endpoints - single largest McAfee deployment 

480    McAfee patents, more pending 

110+    McAfee Security Innovation Alliance partners 

7,154   McAfee employees globally* 

120    Countries that make up the McAfee global footprint 

10    Gartner Magic Quadrants that feature McAfee 

$2.2+ billion  Annual revenue 
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Firewall 
Endpoint 

Protection 

Gateway 

Security 
Network IPS Compliance 

Data 

Protection 
Mobility Analytics 

. 
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TIME 

Building Security By Silo 
Technology Acquisition Process Has Delivered Security Chaos 
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Security  

Posture 

TCO 
CapEx + OpEx 

Point Products 

Layered Tools 

Building Security By Silo 
Creating a False Sense of Security 

TIME 

Lessons Learned 

• Well funded organizations do not equal well defended 
organizations 

• Maintaining compliance will not result in protection 

• Massive alerting in a sea of noise cannot receive action 

• Defenses operating in silos are setup to fail 

Parity Advancement 
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New threats every minute, or almost 4 every 

second 

Increase in malicious signed binaries in Q1 2014 

Increase in new threats attacking the master 
boot record in Q1 2014 

Increase in the amount of mobile malware 
samples in the past year 

Number of new ransomware samples in 2013 

New malicious URLs in Q1 2014 – a 19% 
increase over the previous quarter 

Unique malware samples contained in the 
McAfee “Zoo” as of Q1 2014 

236 

46% 

49% 

167% 

1,000,000 

18,000,000 

200,000,000+ 
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​Cybercrime Exposed - 
The cybercrime economy and its service-based nature 
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WHO is behind cybercrime? 



Title Line 

Subtitle Line 

Top of Content 
Box Line 

Top of  
Footer Line 

Left Margin Line Right Margin Line 

Top of  
Footer Line 

Top of Content 
Box Line 

Subtitle Line 

Title Line 

Right Margin Line Left Margin Line 

. 

McAfee Confidential 
9 

Categories of Services  

       Infrastructure       Crimeware     (Research) 

Attack Components (insourced or outsourced) 

Hacking-as-a-Service 
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Research-as-a-Service 

Availability includes 

 

• Sale of Vulnerabilities 

 

• Personal data 

Specific example: “Grucq” sold 

IOS vulnerability for $250,000 

– making 15% margin (!). 
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Research-as-a-Service 

 

 

By Country 

By profession 
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Many products and services available 

Crimeware-as-a-Service 
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Tarrif: 

 

Per month = $30 

Per Check = $0.15 

 

Service: 

 

35 AV Products 

 

Crimeware-as-a-Service: Ancillary Services 
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Services on offer 

 

Reputation: 

 

+ 9 Reputation 

 

Crimeware-as-a-Service: Professional Services 
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Many products and services available 

Cybercrime Infrastructure-as-a-Service 
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Send 30 million emails 

 

Reputation: 

 

Live Customer 

Service Chat 

 

Crimeware-as-a-Service: Professional Services 
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Price: 

 

1-4 hours/$2 per hour 

5-24 hours/$4 per hour 

1 month/$1000 

 

Guarantee 

 

We can hit most large websites. 

 

No Refunds! 

 

Crimeware-as-a-Service: Botnets 
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We will host anything 

 

High Levels of Security 

 

Located in Europe 

 

Crimeware-as-a-Service: Hosting Services 
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Many products and services available 

Hacking-as-a-Service 
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Email Cracking Made EASY 

 

Victim Name 

Victim email address 

Victim country 

Victim language 

 

Submit Your Order 

 

Hacking-as-a-Service: Password cracking Services 
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Virtual Currencies: Don’t Try this At Home 
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History of Defining 

Architecture 

– Inventor of the world’s most 

widely used computing 

architecture 
 

– Defining countless standards 

used in everyday lives ranging 

from USB, WiFi, to IoT 
 

– Top 10 Most Influential Brands 

in the World 

 

 

Largest Dedicated 

Security Provider  

– Broadest security product 

coverage in the industry 
 

– Complete portfolio focused 

upon security 
 

– Leadership position Gartner 

Security Magic Quadrants 

Delivering a Next Generation  

Security Architecture 

– Defining innovative industry approaches for collaborative 

and adaptive security 
 

– Introducing security integrations which are sustainable 

and broadly reaching 
 

– Developing capabilities for new security paradigms in 

areas such as Software Defined Datacenter, Cloud, and 

IoT 
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Endpoint Security Network Security 

Deep Security 

Icons 

The McAfee Security Connected Platform 

. 
24 
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Threat Intelligence 

Security Management 

Analytics 

Security Risk 
Management 

Context and 
Orchestration 
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Attacks Are Targeted.  

Security  

Defenses Must  

Be Tailor-made. 
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Asset 

Threat 

Identity 

Activity 

BPM 

Risk 

Data 

Location 

Data Exchange Layer 

An innovative, real-time, bi-directional 

communications fabric providing with 

product integration simplicity. 

 

Security components operate as one to 

immediately share relevant data between 

endpoint, gateway, and other security 

products enabling security intelligence 

and adaptive security. 

THE SECURITY CONNECTED FRAMEWORK 
ADAPTIVE SECURITY ARCHITECTURE 
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 Signed with a revoked 
certificate  
 
 

McAfee 
VSE Threat 
Intelligence 

Module 

McAfee 
VSE Threat 
Intelligence 

Module 

McAfee 
ePO 

McAfee 
ATD 

YES NO 

McAfee 
Global Threat 
Intelligence 

3rd Party 
Feeds 

Data Exchange Layer 

McAfee 
TIE Server 

 File age hidden 
 
 

 
 
 Created by an untrusted 

process 

Threat Intelligence Exchange 
Workflow 
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McAfee 
ESM 

McAfee 
VSE Threat 
Intelligence 

Module 

McAfee 
VSE Threat 
Intelligence 

Module 

McAfee 
ePO 

McAfee 
ATD 

McAfee 
Web Gateway 

McAfee 
Email Gateway 

McAfee 
NGFW 

McAfee 
NSP 

Data Exchange Layer 

McAfee 
Global Threat 
Intelligence 

3rd Party 
Feeds 

Gateways block access based on endpoint convictions 

Security 

components 

operate as one to 

immediately share 

relevant data 

between endpoint, 

gateway, and 

other security 

products 

Proactively and 

efficiently protect 

your organization as 

soon as a threat is 

revealed 

McAfee 
TIE Server 

Threat Intelligence Exchange 
Workflow 
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McAfee 
ESM 

McAfee 
VSE Threat 
Intelligence 

Module 

McAfee 
VSE Threat 
Intelligence 

Module 

McAfee 
ePO 

McAfee 
ATD 

McAfee 
Web Gateway 

McAfee 
Email Gateway 

McAfee 
NGFW 

McAfee 
NSP 

Data Exchange Layer 

NO YES 

McAfee 
Global Threat 
Intelligence 

3rd Party 
Feeds 

Endpoints are protected 

based on gateway 

convictions 

McAfee 
TIE Server 

Threat Intelligence Exchange 
Workflow 



Title Line 

Subtitle Line 

Top of Content 
Box Line 

Top of  
Footer Line 

Left Margin Line Right Margin Line 

Top of  
Footer Line 

Top of Content 
Box Line 

Subtitle Line 

Title Line 

Right Margin Line Left Margin Line 

. 

McAfee Confidential 
30 

If it is smart and 

connected,  

it is best with Intel 

• Security from Chip to Cloud 

• Not A Single Vendor Solution 

• A history of defining standards 

• Less Man Power 

• Security effectiveness 

• TCO 

McAfee Security Connected Evolution 
What does it do for you? 
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