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What comes to mind when you think
about McAfee?




McAfee Facts

.125 million McAfee users

.180+ million Mobile devices shipped with McAfee

‘5 million Endpoints - single largest McAfee deployment

.10 Gartner Magic Quadrants that feature McAfee
.480 McAfee patents, more pending

.110+ McAfee Security Innovation Alliance partners
.7,154 McAfee employees globally*

.120 Countries that make up the McAfee global footprint
.$2.2+ billion Annual revenue
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Building Security By Silo

Technology Acquisition Process Has Delivered Security Chaos
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Building Security By Silo

Creating a False Sense of Security

Lessons Learned
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Defenses operating in silos are setup to fail
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New threats every minute, or almost 4 every

236

second
46% Increase in malicious signed binaries in Q1 2014
490/ Increase in new threats attacking the master
0 boot record in Q1 2014

1670/ Increase in the amount of mobile malware
0 samples in the past year

1,000,000 Number of new ransomware samples in 2013

New malicious URLs in Q1 2014 — a 19%
18;0001000 increase over the previous gquarter

Unique malware samples contained in the
2001OOO1OOO+ McAfee “Zoo” as of Q1 2014
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Cybercrime Exposed -
The cybercrime economy and its service-based nature



WHO Is behind cybercrime?




Categories of Services

Attack Components (insourced or outsourced)

Hacking-as-a-Service
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Research-as-a-Service

Availability includes

» Sale of Vulnerabilities

* Personal data

Specific example: “Grucqg” sold
|IOS vulnerability for $250,000
— making 15% margin (!).
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Table 1. Prices for zero-day vulnerabilities.

Adobe Reader

Mac 05 X

Android

Flash or Java Browser Plug-ins
Microsoft Word

Windows

Firefox or Safari

Chrome or Internet Explorer

105

$5,000-$30,0p0
$20,000-$50,000
$30,000-$60,000
$40,000-$100,000
$50,000-$100,000
$60,000-$120,000
$60,000-$150,000
$80,000-$200,000
$100,000-$250,000
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Research-as-a-Service

Available PRICE LOWERED!
$495.49

France Email Database 1 million

France Email Database 1 million

By Country

USA DOCTOR EMAIL DATABASE

USA Doctor email Database (0.7
Million)

PRICE LOWERED!
$114.34 tax incl.
$127.05 taxinch

e By profession

Availability: 999 items in stock

- PayPal

Click here to pay
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Crimeware-as-a-Service

=S
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Crimeware-as-a-Service: Ancillary Services

Home Login

This service is about to help you in anonymous check of different anti-virus system. L

This check will be made by numbers of anti-virus system and no reports will be send to
developers of this anti-virus system. You can be fully sure that your files will not be
send to anti-virus databases. (more ...)

We in base have 35 antivirus ' Solo, McAfee, BitDefender, Panda, F-Prot, Avast, VirusBlokAda,
ClamAV, Vexira, Norton, Driveb, AVG, ESET NOD32, G DATA, Quick Heal, A-Squared, IKARUS, Microseft Security
Essentials Antiviruses, Norman, AntiVir (Avira), Sophos, NANO, ArcaVir, COMODO, F-Secure, VirusBuster,

eTrust, Trend Micro, AhnLab V3 Internet Security, BullGuard, VIPRE, Zoner AntiVirus, K7 Uttimate.

Domain check on presence in black list: ZeuS domain blocklist, ZeuS IP blocklist, ZeuS Tracker,
MalwareDomainList (MDL), Google Safe Browsing (FireFox), PhishTank {Opera, WOT, Yahoo! Mail), hpHosts,
SPANMHAUS SBL, SPAMHAUS PBL, SPAMHAUS XBL, MalwareUrl SmartScreen (IE7/IE8 malware & phishing Web
site),Norton Safe Web, Panda Antivirus 2010, (Firefox Phishing and Malware Protection), SpamCop.net and RFC-
lgnorant.Org, VIPRE.

REGISTRATION

FORGOT PASSWORD

Service:

35 AV Products

Tarificaion:

Per Month - 308.
Per Check - 0.158.

Referal -10% \

More ...

News

2012-11-28 - We remove due to poor support.
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Perncrpauns 47 "‘1
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Per month = $30
Per Check = $0.15
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Crimeware-as-a-Service: Professional Services

& All Ab t Se Nty in Netvwork Russian ardears Only > My y Npeanaraw patory

& Translation Service

Services on offer

Mugy /f NMpepgnarar pabory Supxa rpyaa Carder.Inf

Reputation:

+ 9 Reputation
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Cybercrime Infrastructure-as-a-Service

(i@ Security'@ | 15

McAfee Confidential



Crimeware-as-a-Service: Professional Services

= =1 |

Home = Smtp Relay Server =— Smtp Relay Server for 30 O00 CO0C emails

SMTP RELAY SERVER FOR 20 O00 OO0 EMAILS

A Smtp Relay Server for 30 000 000
emails for the one month

Se d Here u
CATEGORIES PRICE LOWERED!

2012 Busines\s Email List $13,3490.25 tax incl.

EHEZ2012 Count Email List
2012 Domain mail Lists
2012 Email Lis

2012 General Qlobal
Email Lists

£33, 822 .50 Faz incls
(pric= reduced by 10 =%}
Quantity - 1

Acvailability: 999 items in stock

Add To cart

2012 Men's EmJil Lists
2012 Targeted Email List
2012 woman E il List

Discounted Price

Email Marketing
Campaigns

Mass Email Software

o PayPal

Click here to pay

Smip Relay Server

Reputation:

Send 30 million emails

Live Customer
Service Chat
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Cheap Professional Service
Trusted
Strong/Fast Service
Takes down Large Website/Forum/Game Servers etc.
No time limit

( Verified use nly )

Western Union

We are here to provide you a cheap prefsssional ddos service.

We can hit most large websit s/forums game servers.

We will test the website/server before accepting your money.

Due to the nature of the business we dont offer refunds.

Price:

1-4 hours/$2 per hour

5-24 hours/$4 per hour
1 month/$1000

Guarantee

We can hit most large websites.

No Refunds!

intel Security '@
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~ Crimeware-as-a-Service: Hosting Services

We will host anything

High Levels of Security

Located in Europe
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Hacking-as-a-Service
Many products and services available
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ssword cracking Services

Email Cracking Made EASY

Victim Name
Victim email address
Victim country
Victim language

Submit Your Order

(intel security w



Virtual Currencies: Don't Try this At Home
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The McAfee Security Connected Platform

Mchfee Security C°"necte d
Content Security

Security Risk
Management

Security Management

r4 >
Q\- Threat Intelligence '§
2 (]
9% Analytics y?
c i : -
Network Security % . & Endpoint Security
g ontext and o
<. Orchestration bQ

4 <&

Deep Security
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Attacks Are Targeted.
Security

Defenses Must
Be Tallor-made.




Data Exchange Layer

An innovative, real-time, bi-directional
communications fabric providing with
product integration simplicity.

Security components operate as one to
immediately share relevant data between
endpoint, gateway, and other security
products enabling security intelligence
and adaptive security.

THE SECURITY CONNECTED FRAMEWORK



Threat Intelligence Exchange
Workflow

McAfee
Global Threat
Intelligence

McAfee McAfee
TIE Sewer ATD

3rd Party
Feeds

L J
Data Exchange Layer

@ v File age hidden

v Signed with a revoked
certificate

1@

v Created by an untrusted

McAfee McAfee McAfee > process
ePO VSE Threat ~ VSE Threat
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Threat Intelligence Exchange

Workflow Gateways block access based on endpoint convictions
McAfee McAfee McAfee McAfee
NGFW NSP Web Gateway Email Gateway

McAfee
Global Threat D
Intelligence = B
'9 McAfee McAfee
TIE Server ATD
3rd Party S— T B = Proactively and
Feeds efficiently protect
your organization as

soon as a threat is
revealed

L J
Data Exchange Layer

Security
components
operate as one to
immediately share
relevant data
between endpoint,
gateway, and McAfee McAfee

other security VSE Threat VSE Threat

Intelligence Intelligence Py ) .
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Threat Intelligence Exchange

Workflow
McAfee McAfee McAfee McAfee
NGFW NSP Web Gateway Email Gateway
McAfee
Global Threat
Intelligence
3rd Party
Feeds
L J
Data Exchange Layer
Endpoints are protected
based on gateway
convictions
McAfee McAfee McAfee McAfee
ePO ESM VSE Threat VSE Threat
Intelligence Intelligence . > .
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McAfee Security Connected Evolution
What does it do for you?

If it is smart and
connected,
it is best with Intel

Security from Chip to Cloud
Not A Single Vendor Solution

A history of defining standards

Less Man Power
Security effectiveness
TCO
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