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Acronis Backup 11.5 Introduction

It includes, but is not limited to the following features:

» Backup of a full system

Backup of entire server and workstation infrastructure
Bare-metal restore to dissimilar hardware

Instant recovery and Migration of entire systems

Individual file and folder backup

Acronis Backup®

vV V Vv VY V

Catalog, search and indexing of data

https://www.youtube.com/watch?v=Nf80GCx1zVI
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https://www.youtube.com/watch?v=Nf8QGCx1zVI

Acronis Backup

Acronis Backup®/ Backup Advanced® is a new generation data
protection, data management and disaster recovery solution for physical,
virtual, cloud and heterogeneous environments of any size.

Disks and Partitions

Acronis Backup / Backup Advanced

e S
Standalone / Group Management:

Files and Folders « Individual / Centralized Backup Plans
» Catalog, Search

lape, AlUtoloaders,
Tape Libraries

* Monitoring, Reporting

Microsoft® Exchange™

Storage Management:
Microsoft® SQL™ and

2 . \
Microsoft® SharePoint™ + Automated Retention, Staging

« Deduplication, Compression
Microsoft® Active

Directory™

Acronis Backup offers protection for single business systems, while
Acronis Backup Advanced allows protecting the entire environment.
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Use Cases

Disaster Recovery

System-centric approach — for

system recovery
Captures an entire operating system,
including applications, to enable fast
recovery of entire systems (workstations
and servers) in the event of disaster.

Data Protection

Data-centric approach — for data

recovery

Allows you to search for individual files or
application items from a backup no
matter where they’re located in the
backup file archive.

System Migration

Migrating Server Workloads
Easily and safely migrate a complete system to any physical or virtual machine and do
not lock your organization into a single hardware or virtual platform.

Most organizations have two or three separate solutions for Disaster Recovery, Data
Protection and System Migration these days. AB11.5 Advanced Platform provides all
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Acronis Backup Advanced

Every product of Acronis Backup Advanced®suite is best for respective

platform or application. Our unique AnyData™ Engine also allows
combining these separate products into a single holistic solution with

unified centralized management, common backup format, etc.

DATA PROTECTION
DATA PROTECTION

DISASTER RECOVERY

Offered by Acronis

Offered by other vendors
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Acronis AnyData Engine

. c Centralized : :
Control IUtmferd |:L>Jn|l'f|'ed Management & P(Zy&gag, I:/Illr:)glal,
nterrace olicies Reporting ou obilie
Acronis Backup for Acronis Backup for Acronis Backup for Acronis Access IMobile
VMware Windows Exchange
Workload
Acronis Backup for Acronis Backup for Acronis Backup for PC Acronis Access
Hyper-V Linux Desktop
I
Capture Store Recover Access
Cap ab|||t|es + Disk/VM Image * Unified Backup Format * Universal Restore + Policy Engine

* Single-Pass Backup » Disk, Tape & Cloud » Active Restore * AD Integration
* Incremental Backup * Encryption » Granular Recovery » Secure Mobile Editing
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Acronis AnyData Engine

Any Server Any OS Environment
Physical Windows
Virtual Linux

Any Application
Any File System
NTFS ReiserFS3
ReFS XFS
FAT16/32 JFS
Exr2/3/4

MS Exchange
MS SQL Server
SharePoint
Active Directory

Any Protection

AﬂyData Eﬂgine : Any Virtual Environment

Data Backup

Secure Access SUPPORTS VMware  RHEV
Bare Metal Restore \ / Hyper-V racle VM
Migration XenServer

System Deployment

Any Storage Location
Cloud

Any Migration

Va2V P2V
On-Premise V2P P2P
Remote Ofﬁ(?? Any Device
Servers
Workstations
Mobile
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Application Support

Ny
Microsoft* : Microsoft® Microsoft® ¥

Exchange SQLServer SharePoint: [} lf windowsserver

Active Directory

Microsoft Microsoft Microsoft Microsoft
Exchange SQL SharePoint Active Directory

e Separate Exchange Backup e Single-Pass Backup e Single-pass Backup e Single-Pass Backup

e Granular Recovery up to e Granular Recovery up to e Granular Recovery up to e Granular Recovery up to
emails, contacts, tasks databases documents via SharePoint databases and SYSVOL

e Truncate logs. e Truncate logs. Explorer tool.

SINGLE-PASS BACKUP
i i

APPLICATION SUPPORT OFFERED BY ACRONIS BACKUP ADVANCED
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Backup

Acronis Backup allows creating a Single-Pass Backup of the entire
system including OS, databases, applications (e.g. MS SQL, SharePoint
or Active Directory) and data both on physical and virtual machines.

It also supports backing up individual files and folders and offers separate
granular backup capabilities for MS Exchange.

MS
Applications

!' e Y 1 )

| - - ¢

! % » ' lql Exchange = SOLServer
erati C Joftwart Use Data files Micoscl e L
ystem RS Applications Settings A o KN SharePoint Wmdow,fcﬁfe"ﬁmy

Physical / Virtual System Files & Applications

Machines Folders data

Acronis Backup offers 7 different backup schemes for creating backup,
Including various schedules, conditions, etc.
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Backup Storage Support

Acronis Backup allows storing backups in a variety of different storage
locations according to Customer’s needs, that includes:

— Local folders
— Network folders, NAS, SAN, DAS, etc.
— Acronis Secure Zone

E’E Centralized vaults

Centralized vault is a networked

_ location allotted by administrator
— CD/DVD/Blu-ray/ZIP/Rev-Drives to serve as storage for backup of

— Tape Drives and autoloaders (only Advanced) several machines in the network.
— Cloud Storage (with additional subscription)
— FTP and SFTP servers.

£ Personal vaults

All backup locations in Acronis Backup are . .
Personal vault is specific for each

called Backu P Vaults. computer and serves as a backup
storage for particular machine.
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Recovery

Acronis Backup allows Recovery of the entire system including OS,
databases, applications and data from the single-pass backup. Single-
pass technology also allows database-level recovery for MS SQL Server,
Active Directory and ultimate granular restore capabilities for SharePoint.

It also supports restoring individual files and folders from disk image and
offers ultimate granular restore capability for MS Exchange from
Exchange backups.

J— 1 ‘% Microsaft* :
o » & SQLServer
- .
I . | = SharePoint
| L | |
I | | - .
I N 4l - 1
| 1 - g .
Data files | § : 1 MssaL ! m‘ :
1 \ ! H 1
N R A - g ! Databases !
. . . T TTTTTTTTTTTTTTTTTTToTTTTTTToTmTT e i__T _______ \\ * I' I\\ /,
Physical / Virtual Machines System Files & Tt T ’
Folders MS Exchange MS SharePoint
Ultimate Ultimate
Granularity Granularity
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Bare Metal Recovery

Bare-Metal Recovery is a restore process that has no additional
requirements such as previously installed software or operating system.
Acronis Backup allows to restore backups to computers with no operating
system and to dissimilar hardware.

Corporate Storage

Same or Different

Physical Server %  Hardware Server

dNXOVv4

Acronis Backup Bootable Media placed on a CD/DVD or USB flash disk
enables booting the computer into Acronis, even if the machine does not
have any operating system on it or it is corrupted, to perform the recovery.
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Acronis Universal Restore

Acronis Universal Restore helps to restore and use an image of
Windows or Linux operating systems on different hardware.

It is designed to allow a machine to boot its operating system after a

recovery of an image to hardware that is different from the one it was
taken from.

Physical to Virtual and Virtual to Physical migration

Acronis Universal
Restore

Restore to different hardware
(processor, storage device, motherboard)
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Migration and Instant Recovery

Acronis Backup provides Migration and near Instant Recovery
capabilities when it comes to P2V or V2V migration.

One can set up a backup of physical computer that will be automatically
converted to fully functional virtual machine upon creation (for all virtual
environments) and automatically added to the respective hypervisor (for
ESXi and Hyper-V).

Physical Server

Corporate Storage Virtualized Host

4

dNXOVvd
Ad3dA0DO3d

Physical Desktop

.
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Centralized Management

To be able to propagate the management operations to multiple machines,
Acronis Backup provides Centralized Management possibility:

ESX(i) Host Hyper-V Host

Virtual Machines Virtual Machines

— Remote backup & recovery operations through
a single entry to all computers m m

uou (A O
Agent for ESX(i)

— Centralized backup tasks and grouping

— Overall infrastructure dashboard, global alerts, /

Management [ Storage

monitoring and reporting P =

— Centralized management of storage resources

Manageme: ACronis
1 t A
Console

— Access to centralized backup catalog and y" N\ “Tode.
search. ' \
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Virtual Machine Support

Acronis Backup supports 6 most popular virtualization platforms:

Both Agent-based & Agentless Backup:

' / VMware® \ / Microsoft® \

| vSphere™/ESX/ESXi Hyper-V™
Micresoft

\ O\l /

/ Citrix® A /RHEV®/KVI\/I\ 4 Parallels® N Oracle® A
! XenServer Server Bare VM
Metal
1 - ORACLE'
CITRIX' | @ rednat | | ||Paraliels A«
\ AN AN VAN /
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Integration with VMware vCenter
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Acronis Backup 11.5 offers vCenter
integration which allows for basic backup
and restore functionality directly from the
VMware vSphere client without having to
run Acronis interface.

All virtual machines from vCenter are
present in Acronis Management Server
(AMS), in the same hierarchy. It also
automatically registers VMs created by
Acronis Backup 11.5 in vCenter.



AB11.5 Advanced Platform Migration

As a result, of unified .tib format AB11.5 Advanced Platform also offers all various
migration options - P2V, V2V, V2P, P2P — between any of:

VMware Hyper-V RHEV S Parallels
. A . XenServer .
virtual virtual virtual virtual

. . . virtual .
(ME I ES machines MEE I ES . MEEES
machines

Physical

computers

VM1 Files

“dmiove

VM2 Files

NOISHYIANOD

**» Acronis Universal Restore automatically makes sure that the system will boot on new
virtual/physical hardware

s VM settings (such as disk size, resources allowed, etc.) can be changed during
conversion
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Acronis Backup to Cloud

Acronis Backup to Cloud® is a new generation data protection, data
management and disaster recovery solution that allows secure, scalable
and affordable off-site backup for the environment of any size.

Acronis Backup to Cloud

Disks and Partitions

« Standalone or Integrated with Local
» Government-Approved Encryption
» Backup Multi-Destination

» Backup Staging

+ Initial Seeding

» Large Scale Recovery

» Centralized Subscription Manager

SSAE 16 Attestation
Standard Data Center

Virtual Machines

Files and Folders

Acronis Backup to Cloud comes as add-on subscription for Acronis
Backup / Backup Advanced and allows reliable off-site data protection.
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Summary - AB 11.5 Advanced Platform Features

* Centralized management:

— Acronis Management Server provides centralized and unified policy-based
management and monitoring of all agents and options

— Advanced reporting system
* Global Data Catalog with Search:

— Backups in centralized vaults are indexed and catalogued
— Single place to find and recover any version of any file/e-mail

— Search through the catalogue
* Deduplication:

— Reduce storage required for backups by eliminating duplicates
* Tape Management:

— Backup to tape and tape libraries with sophisticated tape management

Acronis



Summary - AB 11.5 Advanced Platform Features

* Universal Restore

— Automatically makes sure that the system will boot on new virtual/physical hardware

* Support the whole environment

— Windows and Linux Servers
— Physical and Virtual
— Application Support

— Windows and MAC workstations

* Storage

— Local storage on disks
— Local storage on tapes

— Cloud storage

Acronis
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Acronis Access
Secure file sharing in a dangerous world
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File synchronization and sharing

« Mobility is radically changing the learning and teaching
environment. Institutions need the ability to provide
mobile access to learning materials and securely share

student records and business documents.

>
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Schools can benefit from mobile devices by providing a cost-
effective, sustainable way to access and share files, and by
Increasing student engagement and enhancing the learning
experience through increased collaboration. However,
educational institutions must still be mindful of security
concerns and regulatory requirements when accessing
confidential student information on mobile devices.
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2 Different Worlds

m:\ Microsoft*
9 SharePoint

Windows Server
Active Directory Dropbox
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The solution: Acronis Access
 http://youtu.be/VpcYOTu-OXE

Linux .; ._. , Sha‘rePoint ’

Server Ty

mobllEcho Server

Windows Sl

Server Firewall Clients
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http://youtu.be/VpcY0Tu-OXE

The solution: Acronis Access

2 “ Acronis
Access
] Server
LINUX |

WINDOWS

FILE
STORAGE

Sthsé”rer nt
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Acronis Access — user functions

Personal virtual drive

Access to network resources

Intuitive web access

Win & Mac desktop client

Mobile device application
|OS, Android, Windows Phone

Access to network resources
and SharePoint

Sync virtual drive with local
folder
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Acronis Access — user functions

Easy and secure work environment

Build-in MS Office file editor '

Possibility to work online and offline
Interactions with other apps

Easy sharing with other users

Sharing with download link

Acronis
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Acronis Access — security and control

Runs on-premise so you have total control

Provides seamless authentication and user
management through Active Directory

Offers in-depth visibility into user activities with audit
logs.

Delivers sophisticated security and management

controls with the advanced Acronis Policy Engine.

AES 256 encryption FIPS 140-2 certified

Eliminates data leakage and improves productivity with
integrated mobile Office document editor.

BYOD under control

ACronis o214 31
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Acronis Access — security and control
Integration with MDM @V Mobilelron
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Customer Success

LA elctangla, uk

Universityof Exst Angles

“What makes this such a worthy
investment is the application’s ease of
use and ease of installation...
Something that works with our core
infrastructure right away is a breath of

fresh air.” o ;
i t
= O\ SRR T S

—
-

“They love that it just works...Nothing
else in the market allows you to do that
in such a transparent and easy
manner.”
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Acronis Access

 Over 8000 customers worldwide

Deutsche Bank

OmnicomGroup Owest i

BlueCross BlueShield
Association
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Summary - Acronis Access Advanced
Features

« Deployed on premise providing IT maximum control.
« Active Directory for authentication, user account management and device enrollment.

 Acronis Policy Engine provides granular management capabilities and ensures
control and compliance for content, users and devices.

« Users can create and edit Office documents and annotate pdf's within the Acronis
Access mobile app.

- Enterprise class audit trail and history for all transactions, including search, filter and
export functions.

« Secure over-the-air and on-device encryption.

* FIPS 140-2 certified encryption module.

« White and black lists of users, groups, domains, applications.

« Server-side API for enrollments, data sources and policies.

« HTTPS Reverse Proxy support, with password and certificate authentication.

« Selective remote wipe

* Integration with key MDM partners including Mobilelron, Good Technology and others
« Smart Card authentication support (CAC/PIV).
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